the road to

GDPR &

WHOIS Modifications Over The Years

Protocol for

WHOIS directory is
established

ICANN inherits
WHOIS. Other entities allowed to offer
domain name registration services.
\ Registries responsible for -
maintaining registrations of N
top-level domain names.

WHOIS Data Reminder Policy
At least once a year, registrars
must email all domain name
registrants and remind them to
review and update their
WHOIS data.

WHQIS .MarkeFing - W=
Restriction Policy

Registrars must require third
parties “to agree not to use the The Restored Name Accuracy Policy
WHOIS data to allow, enable, or Domain names are put on hold until
otherwise support any marketing the registrant provides updated and
activities," and "not to sell or accurate WHOIS data.

redistribute the WHOIS data"

Privacy & Proxy Services Accreditation
Policy - Improvements to accreditation and
standardization of privacy services that
domain registrants may optionally use to
prevent certain information about them

from being published in WHOIS. Temporary Specification
for gTLD Registration Data The General Data

[ - temporary resolution to Protection Regulation
satisfy GDPR. came into effect on
May 25,2018

Active domains under our control with private registration
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Domain Registrar solutions for publishing
WHOIS info under the GDPR

[/} [demain
CONTACT THE REGISTRANT
Your Company Name Your Email
For the registrant to contact you.
Your Name
123 Your Address, Suite A
Your City, State Zip Message , o
M= == A message you would like to send this registrant.
Your Country

Your Phone Number

you@yourdomain.com

SUBMIT

Case Study

Cira .CA Domain Registry’s Interested Party Contact
Message Delivery Form

Limits to the
The form facilitates number of requests
an average of 250 and IP addresses
requests a month. within 24 hours
prevents spam.
Ciralaunched the Proud to protect
message delivery domain owner’s
form in 2010. information for
over 2.7 million
All contact domainsin
requests are .
required to verify operation.
their email
address.

How Private Registration works

Personally identifiable information is replaced by our

1 Add a domain. 2 . .
proxy information.

3 We submit proxy 4 Users who scrape the WHOIS database do not have
info to Registries. access to the personally identifiable info.

With Domain Privacy

V Your personal information is hidden

Digital Privacy Corporation
3220 Executive Ridge Drive, Ste 101
C/O yourdomain.com
Vista, CA 92081
United States
(760) 448-2392
dpoisul63995@digitalprivacy.co

Pain points for domain investors under the GDPR

Cannot easily Registrars need to Increased
be found. develop an opt-in accusations of
solution for domains being
publishing WHOIS registered in bad
info. faith.

How UDRP/URS works under GDPR

STEP1 e STEP 2

turns
over
Trademark holder e Trademark holder
files a complaint OWner's decides whether or
with WIPO info not to pursue

the case

The European Union Countries are

Austria Estonia Italy Portugal
Belgium Finland Latvia Romania
Bulgaria France Lithuania Slovakia
Croatia Germany Luxembourg Slovenia
Cyprus Greece Malta Spain
Czech Republic Hungary Netherlands Sweden
Denmark Ireland Poland UK
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